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The Problem:  Program 
Reconstruction

• Static analysis using IDA Pro can be a 
tedious process of running code through a 
debugger and annotating the disassembly 
in IDA.

• Decompiler of sorts
– Why not recreate C function call 

representative function calls?
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Detours: How it works

User App

DLL

Trampoline

Hooked
DLL func

Process 
Space

Injected “JMP HookedDLL func”
Disassembled code gets stored in Trampoline

Preprocessing/Postprocessing

Disassembled code executed and jmp back
To targeted DLL function
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DCM

• DCM facilitates:
– Data flow
– Code flow
– Order of execution
– Translation machine code to C code
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How it Works – Sample APP
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How it Works - Disassembly

All function calls are data mined
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DM Demo

• Load DataMinerExample.idb
• Load IF.sln
• Run “FuncGen.plw”
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DCM Demo

• ‘FuncGen’ Library calls
– Zero out start and end address

• Compile IF.sln
• > start syelogd.exe dm.txt
• > withdll /d:IF.dll dataMinerExample.exe
• ‘FuncGen’ Custom

– Start: 0x401730  End: 0x401866
– Run DM tool

• DCMParser
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DCM - Results

Displays Register contents

Return address of func. 
invocation

Parameters + Return values 
are displayed
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Change flow of program

• Can control return values 
• Completely circumvent function calls
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DCMParser
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IDA Pro Plug-in

• Plug-in allows the user to automatically 
generate a detailed list, in the form of a 
.cpp file

• Figure 1 shows what is generated by the 
plug-in
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Summary

• Data/Code mining through our custom 
utility can aid the reverse engineer to 
construct a quick data and code flow 
analysis after just one run of the 
executable.
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Contact

Jason Raber
Team Lead - Reverse Engineer
937-427-7085
jraber@rri-usa.org
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