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RRI's security team provides the following softwaresecurity services:

1. Red Team Procedures
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RRI performs red team evaluations on protected otwesources and
applications provided by the customer, using namg&nowledge of the
software protections they contain. The securigyrtean identify and exploit
well-known and obscure vulnerabilities in multiglgerating systems
including Windows and several UNIX variations. RRs developed
meticulous procedures for executing internet, mgtaand host-level security
reviews. The team's objectives (e.g. reverse eeging or the prevention of
piracy, tamper, data exfiltration, etc.) are dedig the customer.

a. Attack Scenario - Standard COTS Tools

i. Debuggers:
Olly, IDA Pro, Softice or WinDbg, ECM-50 emulator
ii. Dumping:
LordPE, Olly Plug-in, ImpRec
lii. Network:
Nessus, Wireshark, Metasploit, Netcat, THC HydiapB,
Omnipeek

Using COTS tools will generally require more tinham a custom tool
evaluation to meet the customer’s objectives. Harebreaking
protections using COTS products will give the custo an estimate of
how well their protections will stand up to the eage hacker.

. Attack Scenario - Custom Tools

i. Debuggers:
IF Debugger, DCM, QEMU, Helikaon Linux Debugger,
Hades Windows Debugger

ii. Other Tools:
Deobfuscator, Linux Syscall Tracer

iii. Network:
Linux and Windows hooked network protocol tracing
utilities

The red team can use custom reverse engineeritgsioch as debuggers,
deobfuscation tools, and tracers to defeat pratestand find
vulnerabilities in less time than using COTS taane. In many cases,
the red team will not even witness protectionsRBS$'s stealthy
debuggers will bypass them completely. The retht'®austom network
penetration tools can hook Kernel-level systenmsdallinject network data
pre-encryption, allowing them to piggyback on aeywork protocol.
Using custom tools to defeat protections will gilie customer an idea of
what advanced hackers are using and how long phetiections will last
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against such tools. RRI will provide the custonvéh recommendations
on how to detect and evade these and other cugtaok #ools.

c. Results
i. Periodic Summary Report
1. Summary- The red team will produce a 1-2 page paper
summarizing what discoveries have been made dthing
period.
2. Plans— The red team will describe the next phase of
attack/testing. This will give the customer an appnity
to decide if they want those attack vectors pursued
ii. Final Report

RRI's red team will provide the customer with aywdetailed
account of all attack vectors attempted, what wasessfully
defeated, and how it was defeated. The red tedinthen give
suggestions regarding how to strengthen the proteand
evaluate the architecture of the protection maploB are the
sections that will be documented in the final répor
Engineers used and experience

Documentation of protections encountered

What tools were used

How the protections were broken

Time spent on each protection

Recommendations

Presentation/Walk through

NouokrwhE

2. Black Team Procedures

Black teaming requires the customer to give RRé®usity engineers the

protection map for the purposes of looking at therall architecture of the

software/network protections. This will allow thiack team to efficiently

assess the strengths and weaknesses of a givectmotmap. Once the

architecture is understood, the black team can allethe protections to a

software or network resource (optional). Finalhg team will reverse

engineer the protected entity to ensure that alptiotections were added as

advertised and properly implemented. Generalggloteam procedures

require much less time than those of red team$ovBare the steps taken by

the black team:

a. Review Architecture Evaluate strengths and weaknesses

b. Develop Test Plan ldentify threat vectors, prioritize attacks andigiss
resources

c. Conduct Periodic Reviews with Customekllews for technical
exchanges between customer and security engireeerstre customer
objectives are met

d. Document Findings- Document actions and present findings and
recommendations to customer
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e. Re-evaluate as Requested by the Custonverity proper
implementation of recommendations/protections tespufrom prior
evaluations or changes made to subsequent releases

3. Malware Analysis
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Malware generally adds software protections to @négecurity engineers
from discovering its malicious intent. These aushaften generate state-of-
the-art software protections as a way to defenunl tRérom discovery and
reverse engineering. New software protectionsdatd exfiltration
techniques can be discovered by analyzing thesegibgn Malware analysis
can also be used to identify network penetratichrn@ues that take
advantage of unreleased protocol vulnerabilities.

RRI's software security team can study these netwigues and relay what
new software protection and attack trends are devsj in the hacker
community. These new techniques help bolster ostoeners’ protection
capabilities.
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